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McAfee Consulting Services
Helping you protect, detect, correct, and adapt.

Using the threat defense lifecycle as a design
principle, McAfee’s advanced security solutions are
designed to protect, detect, correct, and adapt —
from device to the cloud. Our Consulting Services
help you optimize those security solutions so your
technologies are deployed effectively and your
security programs are stronger.
Introducing McAfee® Consulting Services.
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Today’s Cybersecurity Requires A Different Approach

With today’s security teams needing day-to-day security management and maintenance, they don’t have the
bandwidth to learn every aspect of a product and how it can help their organization handle cyberthreats and attacks
more effectively and efficiently. This lack of resources and time puts enterprises at greater risk, potentially resulting in a
weakened security posture, financial loss, and negative impact on company reputation.

1.8M
cybersecurity
jobs
will be unfilled
by 2022.1

Nearly 60%
of companies

say they are at
moderate or extreme
risk of cyberattacks
due to the skills
shortage. 2

Trust matters. With over 30 years’
experience in cybersecurity, McAfee is
dedicated to keeping the world safe from
cyberthreats. Purchasing the right tools is
just the beginning. Making full use
of the tools you have is vital to achieving
your security goals.
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51%
of organizations
have been significantly
disrupted by a
cyberattack in the past
two years. 3

35% of publicly
reported
incidents

were from malwareled disclosed attack
vectors in the second
quarter of 2020.4

To help you use our products effectively
and achieve your security goals, McAfee
offers a broad-based consulting services
portfolio consisting of two distinct practice
areas: McAfee® Solution Services and
McAfee® Advanced Cyber Threat Services.

41%
of companies

said loss of skilled staff
is a top reason their
cyber resilience did not
improve. 5

1. The Cybersecurity Workforce Gap, Center for
Strategic & International Studies, 2019
2. Cybersecurity Workforce Study, ISC 2018
3. The Cyber Resilient Organization Report,
Ponemon Institute, 2020
4. McAfee Labs Threat Report, November 2020
5. Ibid. The Cyber Resilient Organization Report
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Solving Your Challenges

McAfee is committed to making cybersecurity professionals more efficient and
cybersecurity more effective—so the customer gets full use of their McAfee investments.
To assist with the constant challenges that customers face, we can help extend your staff’s
expertise, accelerate your time to value, and maximize your investment.
Challenge A

Challenge B

“I don’t have the expertise in-house
to effectively manage our security. This
puts our business at risk.”

“I can’t keep pace. This hinders our ability
to resolve incidents, manage risks, and be
efficient.”

Challenge C

“I need to show the value of our security
investments which are becoming more
difficult to defend to our decision makers.”

How McAfee Helps With Your Challenges

Extend your expertise.

Accelerate your time to value.

Maximize your investment.

With the current cybersecurity talent
shortage, we deliver the right mix of
services and security domain expertise
to support your security needs—so you
can augment your staff and build your
knowledge and proficiency.

With intensifying demands and evolving
threats hindering your ability to keep pace,
we help deliver your security projects
quicker and more efficiently—so you can
save time, lower costs, and reduce risks.

With the increase in threats, your ability
to defend your investments is lowered. We
provide an array of services and capabilities
to help you get the most from your
products—so you can better prevent and
preempt security breaches.
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Our Strengths

Collective Decades of Real-World Experience
McAfee Consulting Services are delivered by our team
of trusted consultants who have collective decades of
product and security expertise across various industries.
Among them are respected instructors, speakers at
major conferences, and security-certified professionals.
Our professionals are highly qualified and trained
consultants who help you get the most out of your
McAfee security products and design strong security
programs, so you can reach new levels of performance.
We help you gain a deeper, broader use of your McAfee
technologies and products across the full lifecycle and
strengthen your security posture and cyber resilience.
At McAfee we believe that the whole system together, is
far more powerful than sum of the parts. Working with
McAfee Consulting Services, you can expect expertise,
ecosystem, extensive portfolio, and efficiency.
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■

■

■

■

Expertise. We bring product and
security expertise—with over 600k
annual consulting hours—no one
knows our products better than
we do.
Ecosystem. We work together
with our integrated security
ecosystem—McAfee Labs,
Engineering, Support, and Product
Management—to develop and
secure your enterprise.
Extensive. We offer an extensive
portfolio of services to help move
your security forward.
Efficiency. We are armed with
the latest tools, strategies, and
knowledge to help drive efficiency
in your business.
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Get the Most From Your McAfee Solutions and
Build Your Security Expertise
McAfee Consulting Services, designed to span across
all enterprises, provide an extensive portfolio of two
distinct practice areas: solution services and advanced
cyber threat services.
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McAfee Solution Services are product-related services
which help ensure your security products are effectively
deployed, integrated, assessed, and optimized in
alignment with your security strategy.
McAfee Advanced Cyber Threat Services are strategic,
hands-on security services which help you design strong
security programs and enforceable policies for your
enterprise.

McAfee Consulting Services Portfolio

Data
Data
Protection
Protection

Cloud Cloud
Protection
Protection

NetworkNetwork
Protection
Protection

Solution
Solution
Services
Services
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EndpointEndpoint
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Server Protection
Server Protection

Event Aggregation
Event Aggregation
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Risk & Risk &
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Incident Incident
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Security Security
Operations
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(SecOps)(SecOps)
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Advanced
Cyber Threat
Cyber Threat
Services
Services
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Operations
(DevOps)(DevOps)

Threat Threat
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McAfee Solution Services
McAfee Solution Services enable you to gain a deeper,
broader use of your McAfee technologies and products
across the full lifecycle of your technology. Our
experienced product consultants and ecosystem of
experts help you realize the full value of your security
solutions and avoid the challenges that can lead to
unexpected risks.
If you don’t have the right talent at the right time,
we help you make sure your security products are
effectively deployed, integrated, assessed, and optimized
in alignment with your security strategy.
During our process we provide a gap analysis, so you
can understand the current state of your security, where
you are going, and how to get there. We oﬀer customized
services for businesses of all sizes—addressing the
simplest to the most complex requirements.
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Customer
Success Story

McAfee Solution Services Practice

Data Protection

Endpoint & Server
Protection

Event Aggregation
& Visibility

Network Protection

Cloud
Protection

Develops data protection policies and procedures to safeguard critical
information from device to cloud, with a unified management approach.

Delivers managed endpoint implementation and optimization services
for complete protection of your endpoints, for on-premise, remote, or in
the cloud.

Extends and enhances your endpoint and server protection capabilities
to quickly view events and attacks in your environment and take action across
the whole SecOps product range.

Provides a best practice approach for network protection from
network-based events and web-based attacks.

Creates protection and monitoring policies for your data as you host it
in the cloud.

Learn More
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A Path to Success
McAfee is committed to strengthening your security posture and maximizing your return on investment. Using our
proven Solution Services Methodology, we provide a path to help you reach new levels of performance, while driving
down risk and cost by automating security processes and progressively enhancing policies and procedures.

Solution Services Methodology

Step 2: Develop

•
•
•
•

•
•
•
•
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Step 4: Evaluate
• Identify additional metrics
• Measure against goals
and milestones
• Report on activities
• Recognize opportunities
for additional optimization
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Align with business partners
Deﬁne expected outcomes
Create project timelines
Validate ﬁnancial and
human costs
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Step 1: Plan
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Identify key goals and milestones
Identify essential personal
Map outcomes to product features
Deﬁne testing criteria

Step 3: Do
• Implement solutions
• Realize testing criteria
• Test, pilot and production
deployment
• Knowledge transfer
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McAfee Advanced Cyber Threat Services
McAfee Advanced Cyber Threat Services help you find
the best ways to establish and maintain a strong security
posture. The services include identifying network
and application vulnerabilities, providing remediation
recommendations and actionable threat intelligence,
and designing strong security programs and enforceable
security policies.
If you need to be better prepared to combat emerging
threats and defend valuable corporate assets, our
domain security experts act as trusted partners to
deliver independent, strategic guidance.
McAfee also offers a resident consultant option.*
Acting on your behalf as a trusted advisor, the resident
consultant spends one to five years on site helping
you advance your business strategies, manage your
solutions, and drive your agenda internally at McAfee.
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McAfee Advanced Cyber Threat Services Practice

Risk &
Compliance

Threat
Intelligence

Secure Development
Operations (DevOps)

Security Operations
(SecOps)

Incident
Response

Identifies how to use information to meet your strategic business goals
and determine the best ways to protect those assets throughout the
information security lifecycle.

Provides intelligence deliverables in the form of: queries of samples,
domains and IP addresses, bulk queries, static or dynamic analysis of
samples; pivots on currently-tracked campaigns; malware reversing;
social network analysis; or high impact event analysis.

Identifies all vulnerabilities within your infrastructure and defends areas
that present the greatest risk to your business. Also, identifies software
security problems in the early stages of development using threat
modeling services.

Identifies and uncovers operational challenges in your environment,
providing the ability to assess the maturity of your security operations in
terms of tools, technologies, and/ or processes.

Provides experts who will help you prepare and reduce the risk
of cyberattacks and conquer complex breaches in the event of
an emergency.

Learn More
* Resident consultant subject to change.
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McAfee can help you in every phase of the
maturity curve.
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Reactive

Using a progressive approach, the cybersecurity
maturity curve serves as a framework allowing us to
assess where you are and where you want to be.
Our goal is help you get you from a reactive state of
higher risk, increased costs, and weaker security posture
to an optimized state of lower risk, reduced costs, and
improved security posture.

Cybersecurity
Maturity Curve

Compliant

Customer
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Proactive

Risk
Cost

Security posture

Your Challenges
Include:
■

■

■

■

■

■

Poor or unenforced
policy

■

■

■

Your Challenges
Include:
■

■

Constant crisis mode
Non-compliant
regulations
Technology security
gap

■

■

■

Limited metrics/
reporting

Deficient policy
Some regulatory
compliance

Your Challenges
Include:
■

■

Adequate architecture
Vulnerability
awareness

■

■

Weak IR Plan
■

Solution Services:
optimize, review
Incident Response (IR)
Service
Managed Security
(products and services)

McAfee Recommends:
■

■

■

Solution Services:
deploy

Effective regulatory
compliance

■

True risk
management

■

SOC/CERT

■

Fewer vulnerabilities

Good architecture

■

Vulnerability
awareness program

■

Defined IR Plan

IR Service

McAfee Recommends:
■

■

Managed Security
(products and services)
■

■
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Policy aligned to
business

Your Challenges
Include:

Recognized ROI
investment
Improved support
from board

Unable to defend ROI

McAfee Recommends:

9

Optimized

Solution Services:
optimize
Advanced Cyber
Threat Services: threat
intelligence
IR Service
Managed Security
(products and services)

McAfee Recommends:
■

■

■

■

Solution Services:
deploy
Advanced Cyber
Threat Services: threat
intelligence
IR Service
Managed Security
(products and services)
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Customer Success Story
Learn how McAfee Consulting Services helped a customer
save $3M by driving efficiencies in their environment.

Large Manufacturer
100,000+ employees
200,000+ nodes
Challenges: Customer had complexity managing
multiple ePO servers in their environment,
inconsistent coverage with McAfee products
and deployed versions, and operational fatigue
in managing product patches and maintenance
deployments.
Solution: Following a few days of defining the scope
of work, a domain expert from McAfee Consulting
Services performed a Health Watch Service, which
quickly identified McAfee® ePO™, SQL, and other
product configurations. It also identified key features
in the tools not being utilized.
Outcomes:
■

■

■

■

■

Reduced ePO infrastructure from 129 to 29
servers—saving approximately $3M.
Developed strategic plan which streamlined operations
and reduced manhours.
Developed compliance baseline and introduced
automation for managing deployments.
Reduced administration tasks, increasing
efficiencies 20% to 30%.
Increased protection rates from 70-80%
to above 90% in environment.
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“Health Watch really helped us understand the
areas we needed to improve to get the most out of
our McAfee investment.”
—Corporate customer
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About McAfee Customer Success Group

Learn More

The McAfee Customer Success Group (McAfee CSG)
uniquely brings together support, consulting, education,
and customer success as “one team” to help you achieve
successful business outcomes in all security lifecycle
stages.

McAfee Consulting Services provides a robust portfolio
of solution and advanced cyber threat services that help
you safeguard your organization and realize the value
of your security investment. To learn more, visit McAfee
Consulting Services or contact your sales account
manager or partner.

®

Our mission is simple: McAfee is committed to help you
successfully deploy, adopt, consume, and realize the
value of your McAfee solutions and achieve a stronger
security posture.
From onsite incident response assistance, deployment
services, and proactive success management to
training, self-help resources, and communities, we
deliver the people, processes, and tools through our
comprehensive McAfee Cybersecurity Services portfolio.
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6220 America Center Drive
San Jose, CA 95002
888.847.8766
www.mcafee.com
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